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ABSTRACT 

This paper presents a method, based on a generalized 
likelihood ratio test (GILRT), for combining fault detection, 
isolation, and identification in complex multi input - single 
output (MISO) linear systems. By "complex" it is meant that the 
system is comprised of a number of subsystems, connected 
through series, parallel, feedback, etc. relations. The method 
applies to systems corrupted by multiple noise terms with 
additive faults entering the system at various locations, and 
requires measurement of the process output and inputs. In 
addition to detecting faults, the method determines which 
subsystem experienced the fault, determines the type of fault (if 
more than one type is hypothesized), estimates the time of 
occurrence of the fault, and estimates the magnitude of the fault 
(shown to be both unbiased and efficient). A simulation 
example illustrating the performance of the GLRT method is 
also provided. 

1. INTRODUCTION 

The concept of automatic fault detection and diagnosis has 
long been of critical importance in certain high performance 
applications in, for example, the aerospace industry. With the 
increases in microprocessor availability and computing power, 
fault detection and diagnosis techniques can now be used 
economically in less high performance applications such as 
failure detection in cenl.rifuga1 pumps and leak detection in 
pipelines [lo] and machine tool diagnosis [1 I]. 

Fault detection and diagnostics generally consist of the 
following three tasks [9]: 

(1) Fault detection: determining when something is wrong 
with the system, 

(2)  Fault isolation: determining the exact location of the 
fault (e.g., in complex systems, determining which 
subsystem has experienced a fault), and 

(3) Fault identificatian: determining the type of fault, fault 
magnitude, time of occurrence of the fault, etc. 

In this paper an approach is developed that, given the input 
and output measurements and system model, combines the 
above three tasks and does so in an easily implementable and 
computationally effecient manner. The form of the system 
analyzed in this paper is ,assumed to be a complex MISO linear 
system consisting of a number of interconnected subsystems, 
some of which may experience an additive deterministic fault. 
The inputs and output of the system are assumed to be 
measurable, but not the input and output of the individual 
subsystems. The technique used to accomplish the three 
detection and diagnostic tasks is based on a generalized 
likelihood ratio test (GLRT) applied to the innovations of a filter 
designed to whiten the system output. In essence, the GLRT 
tests the innovations for the presence of the fault signatures, 

which can be calculated given the system model and the 
hypothesized faults. 

GLRTs, as well as a number of their properties, are discussed 
in some detail in a general context in [13]. The application of 
GLRTs in fault detection gained attention in the mid seventies 
[ 151, and a survey of the early work is given in [ 141. The 
majority of the research regarding GLRTs in fault detection has 
used a state-space form of the system model, as opposed to an 
input/outupt form used in this paper. The underlying concept of 
the state-space GLRT approach is to estimate the process states 
using a Kalman filter, and apply a GLRT to test for the presence 
of a fault signature in the Kalman filter innovations. 

More recent fault detection surveys have been given in [3], 
which analyzes more general signals, as well as dynamic 
systems, [lo], which seeks to integrate parameter estimation 
with fault detection, and [8], which focuses on the analytic 
redundancy method. In one of the original works on fault 
detection using a GLRT [IS] a finite set of jump directions in the 
state vector are hypothesized, and a GLRT is used to detect the 
jump and estimate jump time, magnitude, and direction. The 
probability of detection and false alarm are also discussed. 
Relaxing the assumption that the faults are step changes in the 
state vector, a GLRT for detecting piecewise step changes is 
developed in [ 121. The resulting test, being subject to lags in the 
detection speed, is used in conjunction with the single step 
hypothesis GLRT. [4] covers many issues both in the GLRT 
approach and fault detection in dynamic systems in general. [6] 
consider faults in systems that can be represented as state-space 
and ARMA models, as well as pure regression models. [SI 
compares several jump detection algorithms and designs a test 
combining a GLRT with a cusum test on the Kalman filter 
innovations. 

For complex systems, i.e. systems composed of a number of 
interconnected subsystems, the complete system descritpion can 
be of high order, requiring a state-space description with a large 
number of state variables. In such a case, the state-space GLRT 
method can result in a computationally expensive algorithm, 
since a high order Kalman filter is needed for estimating the 
states. It has been pointed out, though [3], that in situations 
where the GLRT implementation is complex it may at least 
serve as a benchmark for other algorithms because of its 
theoretical optimality, albeit in an off-line setting [7]. Here, the 
optimality is in reference to the tradeoff between probability of 
detection and probability of false alarm. The GLRT developed 
in this paper is based on an input/output model of the system and 
requires no state estimation. As a result, it is more 
computationally effecient than state-space GLRT methods for 
complex systems. An additional advantage of the inputloutput 
approach over the state-space approach is that fault 
representation is more straightforward. For complex systems the 
state-space approach groups the dynamics of the individual 
subsystems together in one high order state-space model. As a 
result, representing the faults in terms of the state variables may 
be difficult. With the input/output representation of the system, 
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however, the subsystems remain separated conceptually, making 
the fault representation more straightforward. 

The purpose of this paper is to present an easily 
implemented, computationally efficient method for combining 
fault detection, isolation, and identification in complex MlSQ 
linear systems. The system model is fairly general and applies 
to a wide variety of processes. Section 2 provides a description 
of the assumed form of the system and faults. In section 3 the 
design of the whitening filter is discussed, and in section 4 the 
GLRT is developed. Section 5 outlines both the off-line and on- 
line aspects of the procedure for implementing the GLRT and 
provides a simulation example illustrating the GLRT 
performance. 

2. SYSTEM DESC 

The system under consideration in this paper is assumed to 
be of the form 

nu "a nf  
y(t) = I-; I;Gui(z)ui(t) + 1- sGai(Z)ai(t) + I= qGfi(z)K$j,,p1(t), (1)  

where ui(t) (i = 1, 2, . . ., nu) are the system inupts, y(t) is the 
system output (scalar), and a,(t) (i = 1, 2, . . ., na) are the noise 
sequences entering the system. %(t) is assumed to be zero-mean 
uncorrelated Gaussian noise, i.e. ai(t) - NID(0, o?,,), and 
E[q(t)ak(s)] = 0 (k#i). The additive, deterministic faults, 
Kifji,pi(t)), may enter the system at nf distinct locations. 
However, it is assumed that only one fault occurs at any given 
time and that the occurrence of the faults are spaced far enough 
apart that their effects do not overlap. Ki is the magnitude of the 
fault at the ith fault location, and is the time of occurrance. 
Thus, pi = - is equivalent to no fault occurring at the ith fault 
location. f,i,w(t) is the unit magnitude fault, and j, indicates the 
type of fault occurring at the i* fault location. As an example, 
suppose that a fault of type 1 is a step function, and a fault of 
type 2 is an impulse. Then, according to the previous definitions 

In addition, in equation (1) each of the Gui(z), Gai(z), and Gfi(z) 
are assumed to be rational transfer functions in the shift operator 
z relating the inputs, noise, and faults to the system output. It is 
assumed that the poles of each Gui(z), Gai(z), and Cfi(z) lie 
strictly inside the unit circle in the complex z-plane. 

Figure 1 shows an example of a type of system 
described by equation (1). There are n subsystems, each 
subsystem being modeled as an ARMAX process plus an 

r 

I... 

Figure 1 Example (sequential manufacturing process) of a 
system described by equation (1). 

I I 
Figure 2 Example (servo system) of a system described by 

equation (1). 

additive deterministic fault. The subsystems are connected 
inseries so that the input to a subsystem is the output of the 
previous subsystem. The type of system depicted in Figure 1 
could represent a sequential manufacturing process such as, for 
example, an automobile body assembly process or a paper 
making process. Using linear system theory, the entire system 
can be expressed as in equation (I), assuming the model of each 
subsystem is known. In actuality, equation (1) represents a very 
general class of MISQ linear systems consisting of combinations 
of series and parallel connnected subsystems with feedforward 
loops, feedback loops, etc. Consider, for example, the system 
depicted in Figure 2. This type of system could be used to 
model a servo system with position and velocity control loops, 
where Klfjl,pl(t) could represent an actuator fault and K2fj2,p2(t) 
and K3fj3,fi3(t) sensor faults. 

3. WHITENING FILTER AND FAULT SIGNATURE 

To simplify the derivation and implementation of the GLRT, 
in this section a whitening filter will be designed, the output of 
which is uncorrelated Gaussian innovations that are used directly 
in the fault detection test. 

Consider the transfer function description of equation (l), 
and define 

where it is assumed that the ui(t) are measured inputs. Then, 
under no-fault conditions, 

(3) 

Since the a;(t) are assumed uncorrelated, from linear stochastic 
system theory it is known that the power spectral density of y'(t) 
is given by 

2 Each of the IGai(z)l in equation (4) is a rational function of dW, 
and, thus, P,(w) is a rational function of &a. Consequently, the 
spectral factorization theorem [2] applies, stating that there 
exists a stable, invertible linear filter which, when driven by 
white noise, gives an output whose power spectral density is 
P,,(o). (Note that to ensure invertibility we must assume that 
the numerator of equation (4) has no zeros exactly on the unit 
circle, although they may lie either inside or outside of it). 
Denoting this filter by G(z), we have 

P,(w) = I G(z)121Zda . 
Furthermore, G(z) will have the form of a ratio of two 
polynomials in z, i.e. 
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go + g1z-I + g2z-2 +. . .+ gsz+ 
G(z) = - 1 + h 12'' i b  h2Z2 +. . .+ hdZ-d 

By the spectral factorization theorem, G(z) is jnvertible. Thus, 
we can define its inverse, denoted G- (z), by simply 
interchanging the numerator and denominator of equation (6). 

Under the more general cyndition in which a fault may have 
occurred, filtering y'(t) by G- (z) and denoting the output by e(t) 
gives 

"f 

i=l 
(7) 

1 e(t) = G- (Z)y'(t) := v(t) + CK$ji,pi(t), 

1 "a where v(t) := G- (z) Gai(z)ai(t) and 

Tji,pi(t) := G- (z)Gfi(z)fji,w(t). Tji,pi(t), the response of the unit 
magnitude fault when propagated through the system and the 
whitening filter, will be referred to as the fault signature of 
fji,pi(t). From the discussion preceeding equation ( 5 )  if is clear 
that v(t) is zero-mean, white, Gaussian noise. G- (z) will 
therefore be referred tci as the whitening filter. Let the variance 
of v(t) be denoted 0;. 

Equation (7) is conceptually significant in that it shows e(t) 
is the sum of the NID(0,o;) sequence v(t) and the deterministic 
fault signature. If we assume that only one fault has occurred, 
say in subsystem i, then e(t) is an uncorrelated Gaussian 
sequence with mean KiTji,pi(t) and variance 02 = 0; independent 
of the occurrence of a fault. 

1 E 

4. GENERALIZIED LIKELIHOOD RATIO TEST 
FOR IFAULT DETECTION 

In this section a generalized likelihood ratio test (GLRT) for 
detecting the presence of a fault signature in the uncorrelated 
innovations of equation (7) is developed. A GLRT, as opposed 
to a likelihood ratio test (LRT), is used because the fault 
magnitude is unknown and must be estimated from the data. 

The first step in developing the GLRT is to formalize the 
detection problem by defining the statistical hypotheses to be 
tested. For implementation purposes, instead of testing for faults 
occurring at all previous times, only faults occurring in the 
interval {t-N, t-N+1, . . ., t} will be tested for, where t is the 
current time and N+l is the window length. In general, when 
selecting N there ir; a tradeoff between computational 
complexity and probability of detection. 

The convention behind the hypotheses definitions is as 
follows. With nf possible fault locations (see equation (l)), 
suppose that any one of mi different types of faults (e.g. a step 
function, spike, ramp, etc.) may occur at the ith fault location, 
and note that the number and types of potential faults need not 

be the same for each fault location. Define M := ?mi. Thus, 

there are M different faults to be tested for at each time, which, 
for convenience, are enumerated {fault 1, fault 2, . . ., fault M). 
Furthermore, suppose that the window length is set at N+l. 
Then, at each time t the following hypotheses would be tested. 
The null hypothesis, Ho(t), that no fault has occurred, and the 
alternative hypotheses: 

nf 

I= 

N+l hypotheses 
associated with 

fault 1 

HI@): fault 1 occurred at timet 
Hz(t): fault 1 occurred at time t-1 

HN+l(t): fault 1 occurred at time t-N 

N+l hypotheses 
associated with 

fault 2 

N+l hypotheses 
associated with 

fault M 

H~+z(t): fault 2 occurred at time t 
HN+& fault 2 occurred at time t-1 

H2(~+l)(t): fault 2 occurred at time t-N 

HM(N+I)-N(t): fault M occurred at time t 
HM(N+pN+l(t): fault M occurred at time t-1 

HM(N+l)(t): fault M occurred at time t-N 

The fault detection, isolation, and estimation task then becomes 
determining which of the above M(N+l)+l hypotheses is most 
likely. To simplify the analysis, we now introduce the following 
notation. 

nrtion ( I  1: At any given time t define the unit magnitude 
n"fifault function f:e) as that occurring under I-&(t) in the above 

hypotheses definitions and Tie) as its corresponding fault 
signature (see equation (7)). Also define Ki as the magnitude 
of the fault occurring under Hi(t). Note that the notation for 
Ki has been altered slightly from that of equation (1). In 
equation (1) the subscript refers only to the fault location, 
while in definition (1) it referrs to the location, as well as the 
time of occurrence, of the fault. 

As mentioned earlier in this section, we are looking only for 
faults occurring in the interval { t-N, t-N+1, . . ., t). Since, if p is 
the time of occurrence of the fault e(t) (t < p) are distrubuted 
independently of which hypothesis is true, for the detection 
problem we need only consider the N+l length innovations 
vector defined as 

. .  

n(t) := [e(t-N) e(t-N+1) . . . e(t)lT (8) 

Determining which of the M(N+l)+l hypotheses is most 
likely is a multiple hypotheses testing problem. If the fault 
magnitudes were known a priori then an LRT testing procedure, 
which is known to be optimal in the Neyman-Pearson sense 
[13], could be used. At each time t, and for i = 1, 2, . . ., 
M(N+l), the likelihood ratios 

could be calculated and mapped onto a decision space. In 
equation (9) the numerator and denominator are the conditional 
probability densities of the given residual vector under Hi and 
Ho, respectively. Note that the argument t in g(t) and Hi(t) has 
been dropped for convenience. 

Since Ai depends on Ki, and Ki is, in general, not known, a 
GLRT is used for the fault detection and isolation. The idea is to 
find the qaximum likelihood estimate (MLE) of Ki under Hi, 
denoted 6, and use that estimate in place of Ki in equation (9). 
The hypothesis selected is then the one that maximizes equation 
(9). To calculate Ai the conditional probability densities of B 
under each hypothesis must be found. Since e is a jointly 
Gaussian random vector, it is sufficient to find its mean and 
covariance matrix. From equation (7) and the fact that the faults 
are assumed to be deterministic, the mean and covariance matrix 
of I; under Hi are 

= EklHi] = Ki& and Ri = E[k-~&)k-n&)~lHil= a%, (10) 

where := [Ti(t-N) T$t-N+l) . . . T;(t)lT, the Ti(-) are as in 
definition (l), and I is the identity matrix of dimension N+1. 
These results show that Q is dependent on Hi but Ri is not. 
Substituting the mean and covariance matrix of P into the 



multivariate Gaussian probabality density, after simplification 
equation (9) becomes 

The MLE of Ki under Hi can be easily shown [ 11 to be 

Using this estimate in place of Ki in equation (1 I), maximizing 
Ai is equivalent to maximizing 

Thus, the GLRT becomes: 

choose Hi such that Si is maximized 
* choose Ho if Si < y Vi E {I ,  2, . . ., M(N+l)) (14) 

Remark I 1): The threshold y in the test of equation (14) is 
introduced because, from equation (13), it is clear that Si 2 0 
Vi E 1 1 ,  2, . . ., M(N+l)). This is a consequence of the 
maximization involved in finding the MLE of Ki. In general, 
when selecting y there is a tradeoff between probability of 
detection and probability of false alarm. Guidelines for 
selecting yare given in [I]. 

Remark (2): It is shown in [ 11 that ki of equation (12) is both 
an unbiased,and efficient estimate of K,. In addition, the 
variance of 5 is given by 

Remark (3): The GLRT of equations (13) and (14) is a 
correlation receiver. The residual vector is "correlated" with 
each of the hypothesized fault signatures and scaled, and the 
hypothesis whose fault signature is most correlated with the 
residual vector is chosen. 

5. IMPLEMENTATION AND SIMULATION 
RESULTS 

In this section the implementation procedure is summarized 
and simulation results are presented. In more general settings 
the implementation of GLRTs may be computationally 
expensive, but for the process and faults considered in this paper 
the implementation is relatively simple. The off-line and on-line 
portion of the procedure is distinguished and summarized as 
follows. 

Off-line: Given that the transfer function description of the 
system (equation (1)) is known (including the noise 
variances and the hypothesized forms of the faults), the 
following steps must be taken. 

Calckate the power spectral density of y'(t) using 
equation (4). Then, find G(z) such that equation (5) is 
satisfied. The existence of G(z) is guaranteed by the 
spectral factorization theorem, and it may be calculated 
by equating coefficients with the aid of a numerical 
software package. The whitening filter is then G"(z). 
After selecting the window length N, using the 
hypothesized faults define the appropriate set of 
hypotheses to be tested for (see the beginning of section 
4). For each hypotheses Hi, using the transfer function 

description of the system and the whitening filter, 
calculate the fault signature vector Ti and the inner 
procucts f i fi. 

3) Select the threshold y to be used in the GLRT of equation 
(14). 

On-line: 

-T- 

At each time t in the on-line implementation, the following 
steps are required. 
1) With measurements of the system input and output, filter 

y'(t) with G-'(z) to obtain the innovation e(t). Update the 
innovations vector of equation (8). 

For i = 1,2, . .A, M(N+l) repeat steps 2) and 3). 
2) Calculate 6, the MLE of the fault magnitude under Hi, 

using equation (1 2). 
3) Calculate the test statistic Si using equation (13). 
4) Select Hi based on equation (14), giving the estimated 

fault type, fault location, and fault time. 

To illustrate the GLRT method, simulation results are now 
presented. In the example, step faults are added to each of two 
ARMAX subsystems connected in series, and the GLRT method 
is used to detect the faults. 

Example: 
The svstem used in this simulation is that of Firmre 1 with n U 

= 2 and no input excitation (the system is driven by noise alone). 
The ARMAX polynomials and noise statistics are as follows: 

Al(z) = 1 - 1.8z-I + 0 . 9 ~ - ~ ,  C,(Z) = 1 - 1.22' + 0 . 4 5 ~ - ~ ,  
A~(z)  = 1 - 1.0z-l + 0 . 7 4 ~ - ~ ,  B ~ ( z )  = 1 - 0.7~-', 
C ~ ( Z )  = 1 -0 .5~",  0.21 = 1, 022 = 2, and u(t) = O  Vt 

For this system it can be easily shown that, under no fault 
conditions, the variance of xl(t) and x2(t) are 3.61 and 7.08, 
respectively. The following two faults were added to the 
process: 1) a step fault in subsystem 1 of magnitude 3.9 (= 
20~1) from timesteps 201 through 250, and 2) a step fault in 
subsystem 2 of magnitude 4.0 (= 1.50x2) from timesteps 501 
through 550. Here, bXi is defined as the square root of the 
variance of xi(t). A window length of N = 20 and a threshold y = 
45 were used. In the simulation only step faults were tested for. 

The output of the system, y(t), is shown in Figure 3. The 
whitened innovations e(t), obtained by filtering y(t) with G-'(z), 
are shown in Figure 4, which shows the entire sequence of 
innovations, and Figure 5, which shows the innovations only 
during the early stages of the faults. In Figure 5 the solid line 
represents the fault signature of the true faults, and the dotted 
line the actual innovations. Table 1 summarizes the simulation 
results during the periods in which each of the faults occurred. 
The first column gives the simulation timestep, column (a) the 
subsystem in which the fault was detected, column (b) the 
estimated time of occurrence of the fault, and column (c) the 
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Figure 3 Simulated process output with step faults present from 
timesteps 201-250 and 501-550. 
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Figure 4 Whitened innovations 
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Figure 5 Whitened inriovations at the onset of the faults and the 

corresiponding fault signatures. 

estimated fault magnitude. The first fault was detected with a 
delay of 1 timestep and the second with a delay of 7 timesteps. 
The time of occurrense of the faults were estimated correctly, 
and approximately 20 tiimesteps after the occurrence of the faults 
the estimates of the fault magnitudes were close to the actual 
values of 3.9 and 4.0 falr the first and second faults, respectively. 
Furthermore, the threshold of y = 45 was chosen conservatively 
enough so that false alarms were completely avoided during the 
simulation. 

1 LLI 

Table 1 Simulation remlts during the initial stages of the faults. 
column (a): estimated fault type; column (b): estimated fault 

time; column (c): estimated fault magnitude. True magnitudes 
were 3.9 for subsystem 1 fault and 4.0 for subsystem 2 fault. 

6. SUMMARY AND CONCLUSIONS 

In this paper an easily implementable, computationally 
effecient method for fault detection and diagnosis in complex 
MIS0 linear systems has been developed. The complex system 
may be comprised of a number of interconnected subsystems 
experiencing, potentially, additive faults at various locations. 
The method, based on a GLRT, combines the tasks of fault 
detection, isolation, and identification. The faults are isolated in 
the sense that the subsystem experiencing the fault, or, more 
specifically, the location of the fault is determined. The 
identification takes the form of determining the type of fault that 
occurred, estimating the time of occurrence, and estimating the 
magnitude of the fault. In its final form, the GLRT has an 
interpretation as a correlation receiver, correlating the residuals 
of a whitening filter with the hypothesized fault signatures. 

The implementation procedure, both the off-line design and 
the on-line algorithm, has been summarized. A simulation 
example illustrating the performance of the GLRT has been 
included. In the simulation, step faults were added to each of 
two subsystems connected in series to form the complete system. 
The simulation results indicate the GLRT is capable of good 
detection, isolation, and estimation performance. 

REFERENCES 

[ l ]  D.W. Apley and J. Shi, "A Statistical Process Control 
Method for Autocorrelated Data Using a GLRT," Proc. 1st S. M. 
Wu Symposium on Manufacturing Science, Beijing, China, 1994. 
[2] K. J. Astrom, Introduction to Stochastic Control Theory, 
Academic Press, New York, 1970. 
[3] M. Basseville, "Detecting Changes in Signals and Systems - 
A Survey," Automatica 24(3), pp. 309-326, 1988. 
[4] M. Basseville and A. Benveniste (eds), Detection of Abrupt 
Changes in Signals and Dynamical Systems, LNCIS, No. 77, 
Springer, Berlin, 1986. 
[5] M. Basseville and A. Benveniste, "Design and Comparative 
Study of Some Sequential Jump Detection Algorithms for 
Digital Signals," IEEE Trans. on ASSP31(3), pp. 521-535, 1983. 
[6] M. Basseville and I. V. Nikiforov, "A Unified Framework 
for Statistical Change Detection," CDC, 1991. 
[7] J. Deshayes and D. Picard, "Off-line Statistical Analysis of 
Change-point Models Using Non Parametric and Likelihood 
Methods," In [4] above, pp. 103-168, 1986. 
[SI P. M. Frank, "Fault Diagnosis in Dynamic Systems Using 
Analytical and Knowledge-based Redundancy - A Survey and 
Some New Results," Automatica 26(3), pp. 459-474, 1990. 
[9] J. J. Gertler, "Survey of Model-Based Failure Detection and 
Isolation in Complex Systems," IEEE Control Systems 
Magazine, pp. 3-1 1, Dec., 1988. 
[ 101 R. Isermann, "Process Fault Detection Based on Modeling 
and Estimation Methods - A Survey," Automatica 20(4), pp. 
387-404,1984. 
[ 113 R. Isermann, T. Reif and P. Wanke, "Model Based Fault 
Diagnosis of Machine Tools," CDC, 1991. 
[12] S .  Tanaka and P. C. Muller, "Fault Detection in Linear 
Discrete Dynamic Systems by a Pattern Recognition of a 
Generalized-Likelihood-Ratio," ASME J. of Dynamic Systems, 
Measurement, and Control 112, pp. 276-282, June, 1990. 
[ 131 H. L. Van Trees, Detection, Estimation, and Modulation 
Theory, Part I ,  Wiley, N. Y., 1968. 
[14] A. S. Willksy, "A Survey of Design Methods for Failure 
Detection in Dynamic Systems," Automatica 12, pp. 601-61 1, 
1976. 
[I51 A. S. Willsky and H. L. Jones, "A Generalized Likelihood 
Ratio Approach to the Detection and Estimation of Jumps in 
Linear Systems," IEEE Trans. on Automatic Control, 21(1), pp. 
108-1 12, 1976 

2637 


